Tips ‘N’ Tricks

And Tales from the Trenches

o
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Agenda
* What you requested (121+/400+ registrations)

« What I'd like to cover

 If time permits
— Round table.... Fire away!
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Agenda
« What you requested (122/400+ registrations)
— AUI (15 requests)
— New products/development (10 requests)
— Tips — maintenance, troubleshooting, install considerations (21 requests)
— HD Radio (13 requests)
— Software updates/AUI/SBC issues (9 requests)
— Remote control — scheduler, SNMP (7 requests)
— RDS (6 requests)
— Power — generator sizing, power requirements, MDCL (6 requests)

— Grounding/lightning protection issues (6 requests)
— SEN/fill-in boosters — analog/HD (5 requests)

o
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Agenda

 \What I'd like to cover

— IT security
* Why it's important
« Basic requirements

— Safety!

nautel Making Digital Broad o Work.



S —— — L — = — | — e e e — | — — e | —— S R——— N —

Maintenance Tips
» Keep it cool

» Keep it clean

 Check hardware
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Cooling

AIRFLOW DIRECTION IS CRITICAL!!

|
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ouT ——
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Coolmg W|th Air Condltlonmg

Calculate transmitter heat load:

TPOlefficiency = power consumed *

Power consumed — TPO = waste heat (in watts)
Waste heat * 3.413 = BTU/hr

BTU/hr/12,000 = tons of AC required

Eg: (10kW/.72 — 10kW) = 3888.9 watts of heat
3888.9 * 3.413 = 13,273 BTU/hr
13,273/12,000 = 1.11 tons of air conditioning

* - allow for modulation in AM transmitters... multiplying by 1.25 will be close
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Coolmg with forced air

 POSITIVE PRESSURE!

— More air into building than out of it
— Allow for transmitter airflow

* For example, transmitter requires 1500 CFM
— Bring 3000 CFM of filtered air into building
— Exhaust 2000 CFM

* |f you install louvres in ducting, you can cycle
exhaust air into room in winter for heating.
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AC Serwce Conswleratlons

* Power consumed/voltage = current draw (P/E=I)
— For three phase, divide this by V3

 Size breakers to allow 25% extra

* Wiring must be appropriate for breaker
— Must comply to local electrical codes

 For FM+HD, use total (peak) power, not analog TPO

— Analog TPO + (4*digital TPO)... eg — 10kW @ -10dBc:
« 10kW + 4*1kW = 14kW

—
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Maintenance Tlps

Photo credit: Guy West, Far East Broadcasting Company
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Maintenance Tips
| User Settings '

Network Setup

Email Configuration
Notifications

SNMP Configuration
Critical Parameters
Extemal 10MHz
Spectrum Mask
Time Setup

NTP Servers

Nautel Phone Home
Call Sign/ID

Audio Low Thresholds

nautel

Copy Meters

Capture Alarms
Capture Preset

Capture Settings

19

Making Di

-

Critical Parameters

57 Meters Captured

No Values for Marms

Captwe Preset button reads ai
curent preset,

Capture Settings button reads current
settings.
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HD RadloT"" and DRM

« Points to consider:
— Cost of implementation
 Overall cost, including STL, studio changes and licensing
« Cost of various injection methods, up front and ongoing.

— Total system requirements
« Data path to transmitter site and impact on installation
* Processing for additional audio signals
 Studio needs for multiple simultaneous audio feeds

I I R Em Totian o SING S YEAT T G 7l v A e
aUtEI ]“f!\*‘ 1./‘”‘;_.’51;: DIOAdCastin
o) D

tUildoild

o Work.



nautel

Transmitters:

Less transmitter cost than hybrid
No additional antenna required ‘

Higher HD injection level may
reduce the analog TPO capability

Higher cost of operation, due to
losses in injector

Much bigger footprint

Overall project cost could exceed
other options significantly

Requires a reject load
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High Level Combined FM System
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Transmitters:

More efficient
Digital transmitter/antenna
can be used as backup

Takes up more space
— In site
— On tower

Pattern replication issues
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Antenna Combined FM System

GPS Antenna
HD-R HD-R non
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Antenna Combined FM System

Antenna: ERI SHPX-4AC

Bay Spacing: 1 wavelenagth
Element Field @ -90: 12.6% (avg)
Far-field Pattern Assumed

F/C Height AGL: 980 feet

Diate of Study:

Theoretical Power Density per OET Bulletin 65
Calculated for 2 meters (6.56 feet) Above Level Terrain
FCC limits: Uncontralled Access ==200; Controlled Access ==1,000.

Max. ERF per polarization  100.000 kW Analog
3.981 KW Digital (avg)
28-Apr-15 JID#F A

Antenna: ERI SMPX-ZHW
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Horizontal Distance from Tower Base (feet)

Calculation only for review and acceptanice of station engineer or consultant.

—
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RIC Height AGL:
Max. ERP per polarization

917 .5 feet
4.000 KW Analog
0.000 kW Digital (avg)
Date of Study: 28-Apr-15 JID#EA

Theoretical Power Density per OET Bulletin 65
Calculated for 2 meters {6.56 feet) Above Level Terrain
FCC limits: Uncontrolled Access ==200; Controlled Access ==1,000.

Bay Spacing: 0.5 wavelength
Element Field @ -90: 12.6% (avg)
Far-field Pattern Assumed

1.00

/ N

Power Density (pW/cm?)

0.01 /

RS A - S (R @"“@@“‘ﬁﬁﬁ@"‘%@
u LY L

Horizontal Distance from Tower Base (feet)
Calculation only for review and acceptance of station engineer or consultant.
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Transmitters:

« Simple architecture
« Single box installation

» Higher HD Iinjection level may reduce
the analog TPO capability

« May need to replace your transmitter or
combine another for higher total power

« Higher injection levels reduce efficiency*

* HD PowerBoost increases digital
Injection and efficiency of an existing
transmitter.
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Low Level Combined FM System

| o B |
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Hybrid
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Transmitters:

* Only effective in channel combiner
applications, with multiple stations on
site.

« Can be significantly restricted by
combiner capabilities

« Cost of operation breaks even with
hybrid at higher injection levels.
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HD Radio™ and DRM

« Draw a signal flow diagram
— Show analog and HD audio, as well as RF chain
— Don't forget data vs. audio and include telemetry

S HD Configuration with HD1/2/3 and RDS/PAD expect
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Software Updates and Issues
Index of /pub/GV_Series/GV_SW 4.4.1

_A

ﬂBUtE’I Making Digital Broadcasting Work.

Description

Name Last modified Size
a Parent Directory
GV SW 4 4 1 Release Notes pdf 11-May-2016 09:11 440K
AN GV_441 CF-imgzip 11-May-2016 09:18 739M
(3 Handbook! 11-May-2016 12:40
% I[S14005 V82 5-NVLT-GV-Series PA Bias Procedure_i1ss1_0.pdf 11-May-2016 09:18 89K
% IS15006 - GV Series - Burmning Compact Flash Card pdf 16-Jun-2016 11:24 354K
% Local-remote Functionality pdf 11-May-2016 09:18 359K
NN grdd]8tes 11-May-2016 09:11 21M
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Remote Control

[rwmssaons )| 0,01 KW [ o frsmsse [+ ]

| 145227 ! - S0A0ME | Fm Modulation
'Reflected| ow | SetPoint| 2200kw | [ T =

Scheduler: Off Preset: Preset 4 E 0% 0,010 % 100% 160'%
Remote 1/0 X

Remote inputs Hemote Outputs Analog Oumputs She Corerol

Remote Input 1 = Remote Input 1
Cusiom nput |

Remote Input 2
Not Assigned Channel 1_ _C_uiqplnpy_t J

Remote Input 3 Control [ Active Low, Tum On M
Inc/Dec RF Power

Remote Input 4 Level 1
Inc/Dec RF Power

Remote Input 6 Name Custom Input 1 |
Preset : Preset 1

Remote Input 6 Severity | Low ||

Rasat
Remote Input 7 Log =

Presel : FM_HD |
Remote Input 8 r

Main Exciter
Remote Input 9 v

Logged inar Neuks

Menu Status Logs

—
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e Firewall

e Client PW
— May be
different for
read/write
» Enable Traps
to send
notifications

— Need IP and
port of rx

nautel

User Settings

Webanrk Sebap
Emall Configaratiaon
Mot atens

Fautsl Phons Home
EHMP Confiqurakion
Critcal Paramebers
Exteriial 10MHE

Tarn-0wm Behaviour

SNMP Configuration
Agje i

Al Pant
Read Community

Confim
Winle Cormrmunily
Conlime

Enabls Traps
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SNMP

User Settings
» Select Traps

— Controller SNMP Configuration
— EXxciter Aggeril Traps
— EtC Cueraices Cantrober
fvalable Traps
L APPY Gl

nauLel Making Digital Broadcasting Work.



 Points to consider:

— When feeding data from automation system over |IP, must
set port number (7005).

* May need to open port in router.

* Most automation can send RT (TEXT=""), this does not
equal PS. Some cars can receive one, but not the other.

— Some systems send data too often for VS transmitters.
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Grounding
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[Add ferrites to the ]

All ground straps should coax and AC lines

be 4” or wider, cables of
at least # 1 AWG
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Grounding

Buss bar for AC grounds

-Tied to station reference ground

-All primary equipment connected

Bulkhead ground for coax
cables

-Best done where cables enter building

-Connected to station reference ground

-Keep ground leads as short as possible
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Ferrites

nautel

OPEN WIRE PAIR

o () 5=
~~ Ferrites are good for
reducing common mode
IM BOTH CASES THE TORQID IS INVISIBLE TO THE

MORMAL CIRCUIT PATH BUT PRODUCES AM IMPEDAMCE i
TO COMMON MODE SIGNALS Slgnals

-Lightning surges

N
_,E% ) ) % -Induced RF (especially at co-located
7 AM and FM sites)

-Power line and power supply noise

RF COAXIAL CABLE

Figure F-4 Use of Toroids to Impede Common Mede Signals
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Ferrites on coax help
reduce lightning
susceptibility

Ferrites can also be a
troubleshooting tool
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IT Security

Go gle radio station hacked 4 Q

All News Images Videos Shopping More Settings Tools

About 620,000 results {0.43 seconds)

Trump rioters hack radio stations to blast’ Donald Trump' on repeat
https://thenextweb.com » Politics »

Feb 3, 2017 - Multiple sources report radio stations in South Carolina and several other states across
the country were hacked to blast a less-than-supportive ..

Top stories

Hackers hack Indiana radio station and broadcast Zombie apocalypse

messages
Techworm - 2 days ago

=> More for radio station hacked

Radio stations that ignored major vulnerability start playing anti-Trump ...
arstechnica.com/.../02/unsecured-radio-transmitters-get-hacked-play-anti-trump-song/ v
Feb 2 ’)1 7 - News of the song's unexpected playback on radio stations began emerging shortly after
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¥e Exploits

United States

Israel
Argentina
Russian Federation

Canada

SNMP

8081

HTTP

NAS Web Interfaces

GlassFish Server

—
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&% SHODAN

% Maps

915
56
46
43
37

1,424
58
25

University of California, Los Angeles

Enterprise Access

8 United States, Los Angeles

Details

Cogent Communications

#E United States, Hackensack

Details

[

Hughes Network Systems

8E United States
Details

Contact Us

Barix Instreamer Snr: 02.0b6 (060731)

Barix Instreamer Snr: @4.0b4 (151028)

Barix Streaming Client Snr: @3.1b3 (140408)

Rariv Tnetreamer Snr- R4 Oh2? 712A71RY
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Comcast Business

United States 515
Canada 95
United Kingdom 48
Moxico 44
Colombia 41
SIP 842
omcast Business = AR
Geonn 23 1=F00; received=xun . xxx. XXX, XXX rport=26514
89002 A B Unied States, Maretia
8081 4 Details 992b]970c3eal8d4dfcf2tebaes
HTTP {81) 3

42 OPTIONS

a

Supported: preconditice

Comcast Business 100 User-Agent: Comrex SIP
Canadian Broadcasting Corporation 24 Allow: I
BT 20

-~ ~

—
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#% SHODAN

United States
Canada
France
Denimark

Braail

HTTP (2080)
WTTP
HTTPS
8081

HTTP (1)

Comcast Business
Charter Communications
ATAT Internet Seryioes
Orange

Tims Warner Cable

Linux 3 =

Linus 2.6 x

#% Exploits % Maps

842
192

645
642
204

133

26
25
18

51

27

Vivo

B Brsal, Cumba
Cetails

Time Warner Cable

BE Unded States, New Yo

Details

Uneversity of Washington

88 Unitad Ststes, Kiddand
Details

Enterprise Access

Contact Us

ate- Sar. 24 2 §-24 GV
Server: Tieline
HTTE 02 0K

201€ Q2
content-Lengt 3871
Date: Sat, 24 Mar 2017 76:43:29 GM7
erver ielin
T 200 0K
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IT Security

.1 192.168.0.1/adv_virtual.asp
cecom- Cu. (3 Recipes [ TechStuff (] Sales (] Imported R How to use BlackBer.. ) Seven Essantial Tim.. Family tree view 0| Outlock Web App NAS,

-

VIRTUAL SERVER Helpful Hints ...
PORT FOR) = . Applicats
Ratilliiiloic il 7o Virtual Server option alows you to define 2 sngle pubk port on your router for redrection 2:;:\:?00 dom"m
APPLICATION RILES to an nternal LAN TP Address and Private LAN port if required. This feature is useful for hosting for & kst of predefined
e | ONNE SrVICes such as FTP or Web Servers. server types. if you

(?S/EFPKHPE select one of the

y Save Settngs Don't Save Settngs predefined server types,
NETWORK FILTER { I ] l o rgteechic o

next Lo U_n: drop down
24— VIRTUAL SERVERS LIST meru to fil cut the
corresponding Seld,

ACOESS CONTROL

ITE FILTER
INBOUMND FILTER Port Traffic Type You can seect 8 onpute
——————— lcad from the kst of DHOP
FIREWALL SETTINGS Name B2 Publc Port Protocal Schedule dients n the Computer
SSH Access Aooication ame [ 22 ree [o] Never [ Name drop down mens,
ROUTING = or you can manualy enter
= 23 e [P address of the
ADVANCED WIRELESS IP Address 22 PriatePort h;:"l"l F,'_‘Sl' B e kit o
199 18 > 6 v #
WP PROTRCTID 192, 168.0. 100 NAUTEL-C7ZTM (o] 2 £ w;:td‘ e pl; open the
SETUP 5 3
B Name [<< public Port  Protocol Schedule AR
ADVANGED NETWORK T Rophcation Neme [=] 0 T [w] Awavs [o] when the virtual server
GUEST 200E will be enabled. I you do
IP Address (<4 Private Port Ibound Fiter | ssrstisteramiins
IPY6 FIREWALL A - — - adow A1 .1 nn,.-‘d nthe kst o
192,168.0,100 NAUTEL-CT7ZM [+ ] 30 - low Al j ) achedues, go to the
1F¥6 ROUTING — Tools — Schedules
Name | <2 Public Port  Protocol Scheduie S W e d e
T schedule,
enal 2onicaton lame [w | 343 e [o] amer [5]
Sedect a fiter that
= e restricts the Intormet
IP Address [=5 - Priate Port lnboun.d Fiter hoets thet can acces this
192,168.0.100 NAUTEL-C77ZTM [ 343 6 Aow Al [v] virsual server to hosts
that you trust. if youdo
- not see the fiter you
Name B2 Publc Port Prgtocol Schedu\e_j need in the kst of Bters,
AT Aopicatontame w]  [3501 e [w] amers [v] | TR
v_ Inboi or saemn
IP Address [<d Private Port Inbound Fiter B
192.168.0, 100 NAUTEL-C772TM [w] 3501 6 | a1 ] Mor
e =3 AR Denvarnl Crhadida

P T
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IT Security

In Summary:

« Use a firewall, block any ports that aren’t essential.
« CHANGE DEFAULT USERNAME / PASSWORD!!
 For critical devices (most of them) consider a VPN.

« Alternately, use a product such as TeamViewer.
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chief engineer found dead

sends thoughts and prayers to the family and friends of , Wwho was
chief engineer at in . The station plays "lite" contemporary
Christian music and has many translators including

was found dead last Friday in the stationa€™s remote mountain transmitter shack.

Technical engineer forjJ Radio. NN, - found dead at the station’s transmitter site

Title: Engineer Electrocuted Making Repairs At I
Post by: N August 20, 2010, 06:06:28 PM

It is with sadness that I pass along a report seen on the evening news today out of [Nl “ississiopi. Engineer | NN <o vesterday while
working on the station's transmitter

- More frequently, engineers are working alone, often
after a full day at another job, bringing fatigue into the
equation.
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Safety

« ESR (EH in the U.S.) rated footwear can keep you alive if you come in
contact with a live circuit.

fANTI-SHOCK\

nautel

Electric Shock Resistant Boot /
Electric Shock Resistant
Footwear (ESR)

Boots labeled "ESR" are
manufactured to protect you from
electric shock when working near
electrical hazards. Testing
concluded the leakage current did
not exceed 1 mill ampere when
applying an 18,000 volt / BOHZ
electrical discharge to ground for
one continuous minute.
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Safety

Lockout/tagout — it can save your life
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Safety
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Round Table

Questions?
Comments?

Cconcerns?

Anything | missed...
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Thank You
48

years of
NAUTEL

1969
2017
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